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Important Note 

This guide does not replace the advice, guidance and support provided by your software vendor. 

The new eHealth features will include the ability for your health service to share clinical patient data 
electronically [inbound and outbound], possibly for the first time. As with all eHealth systems there is a 
small risk of unintended consequences if not implemented and operated correctly. This risk should be 
lower than at present as the new healthcare identifiers will act as a key to correctly match patient, 
practitioner and health service data. 

In addition, as the new eHealth features require your health services computer systems to access 
external online services via the Internet, if not done already, you should also: 

 Review the IT security arrangements in your health service and take action to address any 
shortcomings or areas of risk; and 

 Review the reliability and performance of your health services internet connection and 
consider upgrading if warranted. 

It is recommended that you seek advice and support from your software vendor or other organisation 
that provides you with IT and/or eHealth support. NACCHO or your Medicare Local may also be able 
to provide assistance or services to support implementing the new eHealth features in your health 
service.  
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1. Preface 

1.1. Document Purpose 

The purpose of the NACCHO eHealth Health Professional’s Guide, is to assist health professionals 

working in Aboriginal Community Controlled Health Services, to gain an understanding of: 

 eHealth; 

 the organisational requirements associated with eHealth and the PCEHR; and 

 the functionality and use of PCEHR compliant clinical software. 

The Guide will assist in gaining initial and ongoing eHealth features, through a quick reference 

checklist and access to educational and training support resources. 

 

2. Introduction 

2.1. What is eHealth? 

An eHealth record is an electronic summary of your patient’s key health information, drawn from their 

existing records. The Australian Government’s eHealth record system has the potential to deliver 

better care for patients and make the healthcare system more efficient. 

As the system develops, it will give healthcare professionals access to patient information such as 

medications, test results, discharge summaries, allergies and immunisations. The system is designed 

to be integrated into existing local clinical information systems and will provide faster and easier 

access to patients’ health information, which may lead to better, more efficient care. 

Pressure on Australia’s healthcare system and healthcare professionals is increasing due to factors 

including: 

 a growing and ageing population  

 more patients with complex and chronic care needs  

 increasing patient expectations and demands 
 
Every year people have: 

 several visits to a GP, 

 numerous prescriptions, 

 visits to a medical specialist, 

 visits to an allied healthcare professional. 
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Until now, all this information has been held in separate locations with different medical practitioners, 

pharmacists and hospitals. Most of these records have not been shared electronically. 

More effective and innovative approaches, including those using technologies such as eHealth are 

needed to sustain the quality of health care. The eHealth record system will help ensure health care  

is delivered more efficiently and effectively by minimising unnecessary repeat tests, managing 

medication better and improving continuity of care. 

 

3. eHealth Benefits to your Health Service 

3.1. Patient, Practitioner and Health Service Benefits 

The new eHealth features, when implemented and used effectively, should provide your health service 
and patients with a range of benefits. In broad terms these include: 

For Shared Health Summaries, Event Summaries and the eHealth Record System 

 Improved decision making through access to patient clinical history that is shared for any 
clinician providing ongoing care for a patient [with the patient’s consent], thus avoiding full 
reliance on the patient’s memory 
 

 Ability to validate rather than recapture patient’s medical history. Improved delivery of multi-
disciplinary care for patients with complex needs – supports a team based system of 
healthcare delivery 

 Particular advantages for updating relevant clinical information for Aboriginal and Torres Strait 
Islander peoples, mobile populations and for patients who do not have a regular GP 
 

 Significant benefits for gaining information about un-referred patients who often get lost in the 
system and for whom information about clinical events are sometimes not captured 

The electronic exchange and sharing of patient documents and reports between healthcare providers 
will ultimately lead to improved safety and quality, through the exchange of timely, accurate and 
structured information, enabling better patient outcomes. 

For e-Referrals, Specialist Letters and e-Discharge Summaries 

 Improved accuracy of demographic information via healthcare identifiers, promoting the rapid 
identification of patients, providers and services, minimising duplicate records and 
accelerating decisive information exchanges 
 

 Improved accuracy of clinical information via secure and structured communications between 
referrers [e.g. general practitioners] and referees [e.g. specialists], promoting safety, error 
reduction and reduced duplication of clinical and administrative effort 
 

 Improved cost-efficiencies via increasing interoperability of health services and systems, with 
a corresponding decrease in miscommunication, duplication of testing and associated risks 
 

 Improved coordination of services and treatments, from diagnosis to interventions, leading to 
improved continuity of care and increasingly integrated care 
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For e-Medication Management, including Electronic Transfer of Prescriptions and 

improved e-Prescribing 

 Prescribers can avoid hand-signing prescriptions through the use of electronic signatures, and 
thus obtain savings in the use of paper, printing and the time involved 
 

 Reduced potential for errors of transcription and/or interpretation, leading to improved health 
outcomes through lower dispensing error rates 
 

 Electronic prescriptions will allow more flexibility and convenience for the consumer [e.g. the 
existing need for consumers to re-visit their prescriber to have lost prescriptions re-issued can 
be avoided in many instances] 
 

 Build a technical foundation for improvements in the quality and safety of medication 
management 

For E-Diagnostic Services, including e-Requesting and e-Reporting for pathology and 
diagnostic imaging 

 Allow health service to receive and access diagnostic reports electronically with increased 
confidence that the test results are linked to the right patient and care provider 
 

 Save further time by not having to match diagnostic result reports with requests 
 

 Reduced unnecessary test orders by clinicians due to improved access to diagnostic 
Information 
 

 Reduce the chances of mis-matching when results are received 
 

 Increased confidence that previous results can be matched to the correct person and be 
included when producing cumulative reports 
 

 Save time by reducing the need to investigate status of requests and reports 

 

4. Preparation Required for Healthcare Identifiers 

4.1. Linking Clinicians and Authorised Staff to your HPI-O 

It is necessary to link the HPI-Is of healthcare professionals and other clinicians working at the health 
service with the organisations HPI-O. 
 
The required steps are: 

 Clinicians should have their HPI-I from correspondence sent to them from AHPRA32, or they 
can obtain it from the AHPRA web-site [http://www.ahpra.gov.au/] using their login account, or 
by contacting DHS; 
 

 Clinicians need to be registered as individual healthcare providers with the HI Service. 
Healthcare professionals are registered and accredited through AHPRA. If you are not eligible 
for registration with AHPRA, you may be eligible to register with the HI Service through 
contacting DHS; 
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 While not mandatory, it is also strongly recommended that as a health professional you: 
 

 Have your own Individual PKI Certificate; and 
 

 Set the flag on your HPI-I profile that enables you to be visible in the Healthcare 
Provider Directory [HPD]. This can be done on the HPOS web-site 
[http://www.medicareaustralia.gov.au/hpos/ or by contacting DHS]; and 
 

 The health service OMO, through the HPOS web-site, with your permission, can then link your 
HPI-Is of clinicians working in your practice with your HPI-O. The process for this, which 
includes obtaining consent from clinicians to link to their HPI-I. 

 

In addition to health professionals, your OMO may also set up staff at your health service as 

Authorised Employees in the HI Service. This role is intended for staff, [e.g. including those at 

reception], who are responsible for making sure patient identification information in your Desktop 

Software is correct, up to date and has an IHI assigned to it. 

 

NOTE: 
ROs/OMOs have certain responsibilities under the HI Act [e.g. must understand the responsibilities of 
maintaining a register of individuals or identifying them appropriately in transmissions]. These staff do 
not require an Individual PKI, and instead access the HI Service with your practice’s Organisation PKI 
through your Desktop Software with its embedded HI functionality. 

 

5. Checklist for HI Usage 

5.1. For Healthcare Professionals 

As the HI Service is intended to mostly operate “under the hood” and assuming the health service’s 
front-desk or administration staff manage patient IHIs, there is not a lot that clinicians need to concern 
themselves about the HI Service on a day to day basis. It is acknowledged that this may not be the 
case for health services that do not have non-clinical staff. 
 
Key responsibilities for healthcare professionals include: 

1. Obtain your HPI-I and provide it to the OMO [e.g. Practice Manager] of the healthcare 
organisations in which you work. 
 

2. Make sure you have and maintain an Individual PKI certificate and that the OMO[s] of 
healthcare organisations in which you work know of it. Be sure to remember your certificate’s 
password. 
 

3. As per good practice, ensure the entry in your Desktop Software is complete and accurate 
clinical data for your patients. This is especially important for medical histories, allergies, 
medications and immunisations. 
 

4. If your contact or professional information changes, then you need to login to the AHPRA 
web-site promptly and update the pertinent information. This data will then be updated in 
DHS’s systems, including in the HI Service, and the Healthcare Provider Directory [HPD], 
depending on what data has been consented for viewing. You should also check the HPD to 
ensure the correct details are displayed. 
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5. You should login into DHS’s HPOS web-site to view and verify information related to your  
HPI-I and how your information is displayed in the HPD [so that other healthcare providers 
can accurately identify you when they search it]. 
 
NOTE: 
you must provide your consent for your information to appear in the HPD via the appropriate 
form. 
 

6. You may use the HPD to search for healthcare providers relevant to the care of your patients, 
[e.g. for a referrals or general advice]. Please refer to the NACCHO eHealth Administrative 
Guide HPOS ACCHS Sites to PCEHR. 

 

6. Acronyms and Abbreviations 

ACSQHS Australian Commission on Safety and Quality in Healthcare 

AGPN Australian General Practice Network – from 1 July 2012 to be known as 
Australian Medicare Local Network 

AHPRA Australian Health Practitioner Regulation Agency 

AMA Australian Medical Association 

AMLN Australian Medicare Local Network 

CDA Clinical Document Architecture 

CDSA Clinical Data Self Assessment 

DHS Commonwealth Department of Human Services, formally known as 
Medicare 

DoHA Commonwealth Department of Health & Ageing 

DAO Duly Authorised Officer 

GP General Practitioner 

HI Healthcare Identifiers 

HI Service Healthcare Identifiers Service 

HI Service Operator Commonwealth Department of Human Services [DHS] 

HL7 Health Level Seven 

HPD Healthcare Provider Directory 

HPI-I Healthcare Provider Identifier - Individual 

HPI-O Healthcare Provider Identifier - Organisation 

HPOS Health Professional Online Services 
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IHI Individual Healthcare Identifier 

LHN Local Health Network 

ML Medicare local 

NASH National Authentication Service for Health 

NEHTA National e-Health Transition Authority 

OMO Organisation Maintenance Officer 

PCEHR Personally Controlled Electronic Health Record, now known as National 
Electronic Health Record 

PKI Public Key Infrastructure 

RO Responsible Officer 

SHS Shared Health Summary 

SMD Secure Message Delivery 

RACGP Royal Australian College of General Practitioners 

 


